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Electrical Connections

Please refer to the Hookup Examples insert (Figuré0 on Page 14)

Connect the included AC transformer to the powgipsis AC terminals using 2-conductor 18AWG
stranded cable. Do not plug the transformer intecaptacle at this time.

Connect the 1C-88's Ethernet control module (theama board located between the two relays) to an
unused RJ-45 jack on a router or Ethernet switatgube supplied network cable

Inputs 1 - 6 are used to monitor the states of Pitages: 0 — 1.75V = low; 1.80V or more = high\(24
MAX). If the monitored device has an open-colleaiatput, set the associated PULL-UP mini-jumper
(IN1 - IN6) to ENABLE. If the device has positiveltage outputs, set the associated PULL-UP mini-
jumper to DISABLE.

For inputs 1 — 6, you must connect a common grdigtdreen monitored devices and the 1C-88.

Inputs 7 & 8 employ opto-coupler circuitry. Inpat& 8 are designed to handle up to 12V DC on their
terminals. The “-” terminals should be connectedpen-collector output devices. Alternativelye th’
terminals may be connected to the monitored dewigedund terminal and the “+” inputs may be
connected to a positive voltage source, up to 12/ D

Terminals OUT 1 through OUT 6 are open-collectatife low) outputs, 500mA maximum current.
Connect these to the negative side of a low cutoaat, such as a relay module.

Outputs 7 and 8 control 2 on-board Form “C” dryteehrelays (COM, NO, & NC). The relays can be
used to switch current loads of up to 5 Amps, ADAQr.

To control X10 devices, the RJ-11 jack labeled XSUERFACE should be connected to an X10 power
line interface, such as the PL513 or PSC04. Ustaraard 4-wire modular telephone cable to male thi
connection.WARNING: DO NOT CONNECT THIS JACK TO A TELEPHONE LINE! DOING
SOWILL DAMAGE THE IC-88 ETHERNET CONTROL MODULE!

Accessing the 1C-88 on Your Network

The IC-88 is designed to be connected to a netwarter. It must initially be configured using alwlerowser

on a computer that is connected to the same réiugeron the same local area network). In otderonnect

to the 1C-88, its IP address must be known. Tistesaimethod for determining the IP address i®tmect the
IC-88 to a network that uses DHCP (Dynamic Hostftgomation Protocol) and allow it to send the sigm-

email to the mailing list dtttp://archives.stealthlabs.conVirtually all home routers support DHCP. Evéai
static IP address is going to be assigned to tH&8lGhe network configuration will go much smoatiie

DHCP is initially used. The other (more difficuft)ethod is to connect the 1C-88 directly to a cotapusing a
crossover cable. If your network dasst support DHCP, see the section entitldealtback Method Using a
Crossover Cable”detailed in the one of our other internet produtts ILF-100. This manual is located online
at http://www.ilf100.com/ILF100Manual.pdf

DHCP Method

1. Connect the IC-88 to your network router usingshpplied CAT5 patch cable.

2. Plug in the AC transformer to power up the IC-&serve the surface mount LEDs on the Ethernet
control module. The green LED should be steadilyinated and the yellow LED should occasionally
blink to indicate network activity.

3. The green STAT2 LED (located on the main circuiatat) should illuminate after a few seconds,
indicating that the “sign-on” email was successfsknt.
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Using a computer with an internet connection, thtip://archives.stealthlabs.canto the address bar of a

web browser.

Click on the archive for the current date by clickihe

View by: [Thread] link.

Newest emails appear at the bottom of the lisyyaomay simply find your email listed there.

a. If the email list is quite large, pres€trI> F to open the search dialog box in your web browaser
type in the serial number of your IC-88. The dariamber is printed on the bar code label that is
affixed to the chips on the top side of the Etheomatrol module.

b. Click theFind button of the dialog box.

The browser should highlight the subject line @& émail that your 1C-88 just sent

Click on the message link to view the email body.

Click the link aftedP Addr: to access your IC-88’s configuration pagecurity Note: this link will

only work for users connected to the same LAN as yo IC-88.

You should see a password dialog box similar tafedL.

10. Enteradmin for the User Name amuhssfor the password. Both are case sensitive.

11. If you were successful, you should see the IC-88uStScreen (Figure 2).

Figure 1: Network Logon Dialog Box

IC-88 Navigation & Configuration

When you first login to the IC-88, you will be pezded with the Status Screen or “Home Page”, itiistl in
Figure 2.

This will always be the default page that is digpthafter a login. The Status screen displaystidtesof all 8
inputs and outputs. You may also toggle the ONFF®tates of all 8 outputs on this page by clickleyON
and OFF buttons.

There are three other important pages that young#ld to access in order to complete the setupwfC-88:

1.Input Settings — enable email notices and desaniinets.
2.0utput Settings — configure X10 codes and desailiputs.
3.Network Settings — configure network and emailisg.
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Figure 2: Status Screen

These pages are accessed via the drop-down meria thsplayed at the top of each page, as shovrigiare
3. Before you do anything else, you should conepjetur network and email setup. Click the dowioarin
the navigation menu and select “Network Settings3n press the “Go!” button.

Figure 3: Navigation Menu
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Network Settings

The Network Settings page is divided into 4 sedion

Text To Identify This Unit
Network Settings
Email Settings

Internet Commando Username & Password

N E

Text To Identify This Unit

The first section is shown in Figure 4. This tield allows the user to describe / name the 1@Bthe
location in which it is installed. This text mag bp to 25 characters in length. All emails sgnthe 1C-88
will include this text in the body of the emailtielp clarify which unit sent the email. This textl also be
used as the “host name” of the 1C-88 when DHCRsé&xlu You should see “My 1C-88" (or your text) iouy
router's DHCP client list, along with the unit's #ldress and MAC address.

Text To Identify This Unit

This text will be displayed here and in the bodwalbemails:
| My IC-88

25 alpha-numeric characters max

Figure 4: Text To Identify This Unit

Network Settings

The Network Settings section is shown in FigureThe LAN and WAN IP addresses are displayed atdhe
of the section. If the IC-88 has not yet connedtethe internet, the WAN IP will be displayed@6.0.Q
otherwise it will display the IP address that wasigned to the router by your broadband InternetiGe
Provider. If the IC-88 was able to connect to adRserver, the LAN IP address will display the tldlr@ss
that was assigned to it by the router. If no DH®@PR/er was found, the fallback IP addres$##.168.1.1@will
be displayed.

If DHCP is being used, there is no need to makechiayges to this section. Just make sur®tttain IP
address automaticallyandObtain DNS server address automaticallfuttons are selected. Proceethi®
Email Settingssection.
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Network Settings

IC-88 public (WAN) IP address is24.111.122.133
IC-88 private (LAN) IP address:is192.168.0.114

O
e

Obtain IP address automatically

Use the following IP address:

| 192.168.0.114
LAN IP address:

| 255.255.255.0
Subnet mask:

Default Gateway

O
e

Obtain DNS server address automatically

Use the following DNS server address:

First DNS server: |

Second DNS servel

Figure 5: Network Settings

Manually Assigning an IP Address

If your network does not use DHCP, or if you planb®ing able to access the 1C-88 from remote lonatiyou
will need to manually assign an IP addreNete that some routers allow static IP addressdsetassigned
while still using DHCP If this is the case with your router, you caaMe theObtain IP address

automatically button selected. Refer to your router’s setupumafor more information on enabling static IP
addresses.

If your router does not support static IP addrasggaments through DHCP, you will have to manua#igign

an IP address to the IC-88. Click ttise the following IP addres$utton. This instructs the 1C-88 not to use

DHCP. A DHCP address suffix (the number afterrtglatmost *.") typically starts at 100, so you skebuse a
suffix that is not located in the range being usgdHCP. If your router uses addres$62.168.1.100 —
192.168.1.19%0r DHCP, you should use a suffix greater thamwhi¢h is usually assigned to the router) and
less than 100, such 492.168.1.1®r 192.168.1.15etc. You will also need to make sure that thadBress
you select is not already in use by another commpanieyour network.

Once you have entered a valid IP address, preSsath&ey to highlight the&subnet maskfield. In most cases,
this should be left set 865.255.255.0

Tab to the next fieldpefault Gateway. Enter the IP address of your router. You caerdane this address by

running the commandjgconfig /all” from a Windows command prompt (click ti¢art button, therRun and
type “‘cmd” in Windows XP or Windows 2000, octmmand’ for Windows 98). Use the same Default
Gateway IP address shown by theonfig command.

Next, you must enter the IP address for at least(preferably two) DNS server(s). The DNS servenber(s)
will be listed next tdNS Serverswhen you run th@config /all command on your computer. This number
may be the same as your router’s IP addressislE#iting is incorrect, the unit will not be abdesend emails.
You may need to contact your ISP to determine thieect DNS IP addresses, or you may be able totfiath
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listed on your router’s status page. Tigtain DNS server address automaticallyoutton will not work if
DHCP is not being used.

Remotely Accessing the I1C-88

For remote access, you will have to configure youiter to allow outside access to the IC-88’s |Brass.
This is usually done by enabling the routdd®Z (De-Militarized Zone). You will need to enable the DMZ
and enter the 1C-88's local LAN IP address. Ndlfer configuration should be required.

Some routers have\drtual Server feature that can be used instead of the DMZ. Witlineed to enable it for
your IC-88’s IP address, set the public and priyatgs to 80, and select TCP for the protocol.tuél Server
(if available) is preferred over the DMZ, but th&-88 will work with either setup.

Once you have enabled either your router’'s DMA®Wirtual Server, you will be able to access 1Ge88
configuration page from a remote computer by engeyiour router’s public IP address in the remote
computer’s web browser address bar (this is the WRAIHddress shown at the top of the IC-88 configuma
page). When the router sees the remote accesssteduwvill connect the remote computer to theB&- Refer
to your router’s setup manual for more informatimenabling the DMZ or Virtual Server.

Notes:

In order for remote access to continue to workhtibe LAN and WAN IP addresses should be static
(unchanging). However, a static WAN IP is noticat as long as you have the 1C-88 configured to
email WAN IP changes to your email account.

If you receive a WAN IP change notice via emaig ttew WAN IP address is what you will need to
use in order to remotely connect to your IC-88tlainternet. Be sure to write down or bookmask th
new IP address.

If your router allows you to set up a Static DHCIReAt List, you can create a static LAN IP address
for the IC-88 using your router. When the rouegssyour IC-88’s MAC address, it will always assign
the same IP address to it.

The MAC address of your IC-88 will always begintwihe digits “00-90-C2", followed by the IC-
88’s 6-digit serial number (located on the barcladiel of the Ethernet Control Module).

If your router doesn’t allow Static DHCP Client@umust create a static IP address in the 1C-88’s
Network Settings page, as described previouslii;dection.

To prevent unauthorized remote access, be suteatge the IC-88 default Username and Password!

Email Settings

If you wish to receive email notification of inpcihanges, WAN IP changes, or user logins, you weédto
make changes to this section. The Email Settiagian is shown in Figure 6.

1. Enter valid email addresses in teer 1 Email,and optionallylUser 2 Emailfields. User 1 Email is
the primary user and will receive all power-up, WAN and Login emails (plus any input changes
programmed for User 1). User 2 will only receiaput changes for inputs that have been configured
to notify User 2.
2. The remaining steps pertain to the FROM email actou
a. Enter a valid email address in thenails will be sent FROM: field. This is the email account
that will be used to send the emails. It mustibaecount that allows SMTP outgoing emails. This
will probably be an email address from your ISPlace of business. Free accounts such as Yahoo do
not allow SMTP access. This account will also htaveither allow relaying or POP3 before SMTP
access (this means you can’t send outgoing emtiilyou have first checked your incoming email).

b. Enter the incoming POP3 mail server name foritiseming Mail Server (POP3): field. Thisis
typically something likgpop3.youremailprovider.comor pop.youremailprovider.com. Consult your
email provider for more information.
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c. Enter the outgoing mail server name for @gtgoing Mail Server (SMTP): field. This is
typically something likamail.youremailprovider.com or smtp.youremailprovider.com. Consult your
email provider for more information.

d. Enter the Username for thecount (User) Name: field. This may be just the username or it
may be your entire email address. Consult yourilggmavider for more information.

e. Enter your password in teassword: field. Note: this is the password for your ehaaicount.
The password for accessing the IC-88 is set iméxt section.

Email Settings

User 1 Email:
| commando@stealthlabs.com

User 2 Email (optional):

Emails will be sent FROM:

| commando@stealthlabs.com

Incoming Mail Server (POP3):

| mail.stealthlabs.com

Outgoing Mail Server (SMTP):

| mail.stealthlabs.com

Account (User) Name:

Password:

WAN IP Email Notice:
Your ISP assigns the WAN IP address to your broadiz@nnection.
This address is often dynamically assigned andcchange.

-

Send email notice if WAN IP changes

Login Email Notice:

3 Send email notice when a user logs in (includesu#e address)

Figure 6: Email Settings
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IC-88 Username & Password

If you have enabled remote access to the IC-88 viery important that you change the default use® and
password. Refer to Figure 7. The password camplie eight characters long and the password cap e
ten characters long. Both fields are case semsifihe default usernameadmin. The password igass

IC-88 Username & Password

ChangeUsernameandPasswordto prevent unauthorized access of this page.

admin .
Username| 8 alpha-numeric characters max

Password| 10 alpha-numeric characters max

Save | Undo | Logout

Figure 7. Username & Password

Saving Your Changes

Once you have made all the necessary changes 6@ configuration page, press tBavebutton. The web
browser will be redirected to a page that dispthgsprogress as the 1C-88 saves all parametelasio f
memory. Once the configuration is compldte,sure to close the browser windowhe IC-88 will reboot
itself in order to begin using the new network @nahil settings. Please allow a few seconds befibeenpting
to login again.

In the event you change the wrong items, you maythis Undo button to restore the page to its ptevio
settings. Note: This will restore ALL changes ynade to this page during your latest access jusbthe last
item you changed.

You may also abandon all changes by navigatingntdheer page or logging out.

Input Settings

Once you have made all the changes to the netwatlemail settings, open your browser once agairtypel
in the IP address of the IC-88. Don't forget tdeeryour new username and password if you chartged.t If
you haven't already done so, connect any devicasythu wish to monitor to the 1C-88's inputs (referthe
first section of this manuaklectrical Connectionsfor wiring details). While monitoring the Statpage,
activate the first device being monitored. Refrgstr browser (or click the auto-refresh checkbanxd make
note of the input state when the device is on. eRefhis process for all remaining devices / infging
monitored.

Click the down arrow in the navigation menu aneéselnput Settings and then press the “Go!” butt¥ou
will see the Input Settings page, as illustrateHigure 8.

For each input being used, type a descriptive N&iigg) Message, and Low Message in the appropete t
boxes. If you desire email notifications when itlygut changes state, click the Enable button atetseither
or both email users. When you have made all ybanges, press the Save button. When the |1C-8avasl sl
the input settings, click the “Go!” button to retuo the Home page.

You should now see your new descriptions for yoapuis. Test all inputs to be sure their ON and OFF
messages are correct and that the email noticabrgegh, if enabled. If the ON / OFF descripti@ms
reversed, return to the Input Settings page ang sisaHigh and Low messages for the inputs thaewer
incorrect. Be sure to click the Save button if yoake further changes.

-10 -



Stealth Labs IC-88 User Manual

Figure 8: Input Settings

Special Note Regarding Input Emails:

Do not enable email notices for inputs that are dily to change often!This can create massive amounts of
emails and will likely get your email address flaggas a source of SPAM! The IC-88 incorporatesilé-in
email “governor” that will send no more than 8 elm#dr each user during a 5-minute period. Onceliimit
has been reached, each input state change widlrged but not emailed. After the 5-minute petiad
expired, an email will be sent showing the finaliebof all input changes. Even with this limitettC-88 can
generate hundreds of emails within the span ofgadtour or two.Use this feature with caution!

Output Settings

Once you are satisfied with the input settingskcthe down arrow on the navigation menu and séetput
Settings. Press the “Go!” button. You should a@age similar to Figure 9.

The first item is a checkbox that enables X10 comuasa If you wish to control X10 devices, checlsthox

and enter a House Code (A — P) in the text boxsuBe to set your X10 modules to the same House.Cod
Note: To use X10, you must connect an X10 Power Line Inface (one-way), such as the PL513 or
PSCO04 (not included. The X10 TW523 or PSCO05 two-way interfaces aiflo work, but are more expensive.
You will also need a standard 4-wire modular tetegphcable.

-11 -
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Figure 9: Output Settings

For each output being used, type a descriptive narttee output Name text box. This text shouldcdibe the
device being controlled, such as Porch Light, Aan@itioner, LR Lamp, etc. If X10 is enabled, tBatput
controls X10 Unit # checkbox for each output will automatically be ackexd. Be sure to enter the correct Unit
# for the device being controlled. Valid Unit nuenb must be between 1 — 16. You should uncheck the
checkboxes for any outputs that will not be cotitigl X10 devices.

When you made all your changes, press the Saverbuwhen the IC-88 is done saving the changes;rét
the Home page to verify your new output settings.

If you enabled X10, turn on an output that wassébu X10 control. The LED on the X10 power limgdrface
should momentarily blink off and the programmed Xid6dule should activate. Notice that the “All Cutip
ON” and “All Outputs OFF” buttons now read, “All gihts On” and “All Units OFF”. This is in keepingtv
the standard X10 lamp modules, which do not resporie “All Lights Off' command. Just be awarath
clicking the “All Units Off” button will turn offALL X10 devices — not just the lamp modules.

Using the IC-88

Browser Settings

The IC-88 has been tested and confirmed to work thi¢ latest versions of Internet Explorer, Netscand
FireFox. Be sure the browser is set to allow ceslkind javascripts (these are both normally enalsiedost
browsers). You may also need to disable some pdplackers if they block alert message windows.

Always remember to logout of the 1C-88 when you@wee, instead of just closing your browser. Ifigm not
logout, you will not be able to log back in for 3rmates. This is a security feature that preverasenthan one
user from connecting to the IC-88 at the same time.

Always use the navigation menu when moving fromeptagpage. Never use the browser’s “Back” button,
since this will almost always result in displayimgorrect data from the browser’s cache rather fham the
IC-88's embedded web server.

-12 -
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Always close ALL of your browser windows after lagg out (especially if you have logged in from abfici
computer). Failure to close all browser windows/mesult in unauthorized users gaining access Wou@8
without having to enter a password.

If you make changes to the Network, Input, or Outpeitings pages, remember to click Sasebutton. Your
changes will be lost if you navigate away usingrnihgigation menu.

Using the Status Screen (Home Page)
Here are some hints for getting the most out ofStagus Screen:

To visually monitor changing inputs, click the Atrefresh checkbox. Click the “+” or “-” buttons to
increase or decrease the Auto-refresh rate in drskimcrements (up to 60 seconds).

Hover your mouse over the input descriptions tewtiee actual input number.

Hover your mouse over the output descriptions éawthe actual output number or X10 Unit number
being controlled by each output.

STAT1 and STAT2 LED Indicators

The STAT1 and STAT2 LEDs normally reflect the ssatdi email notices. A successful email will illumaie
the green STAT2 LED. A failed email will illumirathe red STAT1 LED.

During a factory default initialization, these LEBKkernate at a 1-second rate.

IN1 — IN6 PULL-UP Mini-Jumpers

When monitoring a device that uses an open-colidetttive-low) output, you will need to set the AUUP
mini-jumper to ENABLE for the input being used. i places a 10K-Ohm resistor that is “pulled up1&v/
DC on the input. If the monitored device providgsositive DC voltage output, set the mini-jumper t
DISABLE to take the pull-up resistor out of thectiit.

OUTPUT 1 — 8 LED Indicators

The red OUTPUT LEDs reflect the state of the 8 @rtdmutputs. The outputs and LEDs are reset ifGhé8
is powered-down or restarted after saving NetwarttiSys.

Restoring Factory Defaults

To return the 1C-88 to the factory default setting®ss the INIT switch while powering up the IC-8elease
the INIT switch when the red and green STAT1 and B LEDs begin to flash. All network, email, input
and output settings will be returned to the facefault settings.

To restore factory defaults without removing powsgss and hold the RESET switch, then press alctihe
INIT switch. Release the RESET switch. When #etand green STAT1 and STAT2 LEDs begin to flash,
release the INIT switch.

While the IC-88 is restoring the default settindpge STAT LEDs will alternate once per second aBditation
that factory defaults are being re-written to flasémory. When the blinking ceases (after approteéipane
minute), the initialization is complete.

Hard Reset
The I1C-88 can be reset by momentarily pressindrIBSET switch.

Re-sending the Sign-On Email

To prompt the IC-88 to re-send its sign-on emaitt{werial number, IP address, and firmware vejsion
momentarily press the INIT switch.

-13 -
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Stealth Labs IC-88 Internet Comman

Hookup Examples
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Figure 10: 1C-88 Hookup Examples
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OUTPUT 8
RELAY

TO OPTIONAL X10 PL513 OR
PSC04 INTERFACE MODULE
(NOT INCLUDED) USING A
STANDARD 4-WIRE TELEPHONE
CABLE.



